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Endpoint Security Tool 

Keep your company’s data safe from leakage and theft 
 

AccessPatrol Device Security 

With the influx of portable storage devices and 

removable media, data theft is becoming an increasing 

threat to organizations.   Devices such as USBs, WiFI, 

FireWire, Bluetooth, iPods, MP3s connect seamlessly to 

company networks, without IT administrators having any 

knowledge that that their company data is being 

exposed. 

 

Portable devices also provide an easy entryway for 

infecting systems with viruses or malicious  

software, thus compromising an organization’s network. 

 

Codework’s endpoint security solution, AccessPatrol, 

provides a comprehensive solution for securing company 

devices to minimize unauthorized access to proprietary 

information. 

 

AccessPatrol manages the security of the following 

types of devices: 
 

Storage Devices: 

 USB 

 CD/DVD 

 Floppy 

 Tape 

 External Hard Drive 

 FireWire 

Communication Ports: 

 Serial 

 Parallel 

 

Wireless Devices: 

 Bluetooth 

 Infrared 

 Wi-Fi 

Other: 

 Digital camera, 

webcam 

 iPhone, Mobiles 

 Sound Cards 

 

 AccessPatrol Power Management  

Another challenge facing organizations is the 

unnecessary wastage of energy when 

workstations are left running after hours.  With 

rising energy costs, administrators are turning to 

more effective solutions for managing energy 

consumption in the workplace.. 

  

AccessPatrol provides an effective method for 

power management.  With a simple click of the 

mouse, computers can be remotely shutdown or 

booted.  This function can also be scheduled to 

force a shutdown of the PCs at a specific time, 

e.g. after work hours, or schedule a boot of the 

PCs at the beginning of a work day.  

 

 
Control your computers from a central console 

 

 
 

   

Supported Operating Systems 
    

AccessPatrol Server and Console  

Windows 2000/2003, XP, Vista 

Internet Explorer 6 or 7 

   

AccessPatrol Client 

Windows 2000, XP, Vista 

 

   



For more information, visit www.accesspatrol.com 

AccessPatrol Features 

 Prevent data theft: Unauthorized access or transfer of data 

through USB, CDs, iPods, MP3s, FireWire, WiFi, Bluetooth on all 

company systems, can be managed centrally through AccessPatrol’s 

web console.  

 Centralized Security Management: From a centralized web 

console, endpoint security can be applied to all device entry points 

across the company.  The web based console, provides additional 

flexibility in accessing the AccessPatrol console from any location to 

authorized administrators only. 

 Device Access Permissions: Security levels to devices include full 

access, read only or no access. 

 Off Site Device Management: When a laptop or computer is offsite, AccessPatrol can still manage the security of 

endpoint devices.   

 Allowed List: While AccessPatrol can restrict access to all endpoint devices, the Allowed List feature restricts access to 

only company authorized devices of USBs, FireWire, External Hard Drives   This minimizes leakage of sensitive data or 

infection of systems through unapproved or personal employee devices. 

 Scheduler: device access privileges at only specific times can be accommodated through the scheduler.  For 

examples, the IT team can be scheduled to have access to CD/DVDs for software installation during after hours, when 

most users are away. 

 Power Management: Remotely shutdown, restart and boot computers on a network.  These features can also be 

scheduled to run automatically at designated times through the Scheduler.  

 Remote Install: the AccessPatrol client can be deployed from the server to all the computers on the network. The 

setup file for the client can be integrated into Active Directory’s software deployment.  

 

Contact us at info@codework.com or the following locations: 

 
UK/Europe 

Codework Limited 

Lansdowne House, 85 Buxton Road 

Stockport, UK, SK2 6LR 

Tel:  +44-(0)161-474-0444 

Fax: +44-(0)161-474-0787 

USA 

Codework Inc 

1623, Military Rd #556,  

Niagara Falls, NY  

14304-1745, USA 

Tel:   905-278-8278 

Fax:  905-278-0645 

Canada 

Codework Inc 

629 Sequin Cres. 

ON L5H 1W4 

Tel:   905-278-8278 

Fax:  905-278-064 

Asia 

Codework Inc 

Infopark, Thapasya, Kakkanad 

Kochi – 682030, India 

Tel:   +91 484 2415055 

Fax:  +91 484 4061003 
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